
CASH VAULT
CONTROLLED ACCESS

• Phil Sutherland – Session Intro
• Jeremy Brookes – Securam
• Philip Aldridge - Tecnosicurezza
• Break
• Axel Deblok – DormaKaba
• Elizabeth Cox – S&G
• Phil Sutherland – Session Wrap
• Q&A
• Lock America
• CodeLocks
• Sera4



Controlled Access Is Comprised By

1. What you Have

2. What you Know

3. Who you Are



What you Have

• Key Operated Locks

• Electronic Tokens
Dallas Keys
Smart Cards

• Smart Device



• What you Know

• Combination

• Code

• Personal Id Number (PIN)



• Who you Are

• Biometric Recognition

• Finger Print

• Full Hand

• Iris



• Electronic Locks Introduced
• Programmable Operating Options

• Installation Flexibility

• Facilitating Layered Controlled Access



• Electronic Safe Locks: 3-Categories

1. Static Code
• Stand-Alone
• Network 

2. One-Time-Code (Dynamic Code)

3. Cloud Based, App Operated (Dynamic Code)



• Static Code: Stand-Alone Locks
• 24-7-365 Un-Controlled Access

• Lock Administration at the keypad
• Optional Features

• Multiple User Codes
• Single or Dual Custody
• Audit Trail
• Time Delay – Delayed Access



• Static Code: Stand-Alone Locks
• Time Lock Time Controlled Access

• Lock Administration at the keypad
• Optional Features

• Multiple User Codes
• Single or Dual Custody
• Audit Trail
• Time Delay – Delayed Access
• Time Lock Schedules



• Static Code: Network Locks
• Real Time Offsite Management

• Real Time Lock Administration
• Modify Lock Operating Features
• Lock Monitoring
• Exception Reporting
• Immediate Lockdown

• Optional Features
• Multiple User Codes
• Single or Dual Custody
• Audit Trail
• Time Delay – Delayed Access
• Time Lock Schedules



• One-Time-Code (Dynamic Code)
• On-Demand Controlled Access

• Software Code Generation
• Route Sheet
• Call Center
• Automated Code Retrieval 



• Cloud Based – App Operated
• Automated On-Demand Controlled Access

• Real-Time 
• Access Permission … or … Denial
• Audit Trail
• Automated Code Retrieval

• Geofencing
• Eliminates 

• Keypad
• Tokens
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Since 1981, Lock America has been manufacturing

• High security Pick-proof, Drill-proof & Bump-proof

• Cam locks, Pad locks, T-handle and Plug locks



High Security Lock Design & Key Management

Hardware Design

 Pick resistance lock tumbler

 Drill resistance design

 Restricted key profile.

 Durable materials and finishing.



High Security Lock Design & Key Management

Key Management

 Millions of usable key codes.

 Exclusive & registered key codes.

 Order restrictions.

 All kiosks can be keyed alike or each keyed differently.

 Master system available.

 Custom assembled to orders to avoid code sharing.



Streamlined Lock Solution



Simple & Cost-Effective

 High security lock design

 Exclusive and registered keys

 Retrofit kits available.

 Lock matching service.

 Streamline lock solution.



CASH VAULT
CONTROLLED ACCESS

control + convenience



• 3-Lock Categories
Locker / Cabinet Locks
Pedestrian Door Locks
Gate Locks

• Operation Modes
Private – Static Code
Public – Dynamic Code
NetCode – Date Based Code

control + convenience



• CodeLocks – Locker / Cabinet Locks
• Mechanical Locks
• Electronic

• Code Locks
• RFID

KL-10
Cam Lock

KL-15
Cam Lock

KL-20
Cam Lock

KL-1200
Electronic Cam Lock

KL-1050
RFID Cam Lock

KL-1100
RFID Motor Latch Lock



• CodeLocks – Pedestrian Door Locks
• Interior Applications
• Exterior Applications

CL-160
Mortise Latch

CL-200
Surface Mounted 

Dead BoltCL410 & CL415
Marine Latch Bolt

CL255
Marine Tubular Latch



• CodeLocks - Gate Locks
• Standard Grade
• Robust Marine Grade

CL410 & CL415

CL255
Key Override

CL210
Key Override

CL510 & CL515



CASH VAULT
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SECURE | RELIABLE | SCALABLE

The Company

• Sera4 is a Canadian technology company who holds patents 
for many disruptive technologies in the keyless locking 
industry.
– Roots trace to 

• With its state of art cloud technology, Sera4 is committed to 
bring increased security and efficiency to access management 
of Critical Infrastructures.
– Founded in 2014
– Head office in Waterloo, Ontario, Canada
– 60,000+ active locations worldwide
– 5,000,000+ access events managed worldwide
– 50,000,000+ digital keys created worldwide



SECURE | RELIABLE | SCALABLE
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Access Control Evolution & Challenges

Physical
Keys

Key cutting, 
key lock boxes, 
door locking 
hardware

Key
Pads

Unique 
PIN for 
authorized 
users

Card 
Readers
Assigned 
access card, 
proximity, 
magnetic

Networked 
Readers

Connected 
and managed 
system over a 
server

IP Door 
Readers

Readers 
are connected 
to servers via 
the corporate 
LAN

Cloud Door 
Controller

Connected 
through the 
corporate LAN, 
but no server. 
Anytime, 
anywhere 
monitoring

Off 
Network, 
Keyless, 
Digital 
Access 
Control

Redundant
, secure and off 
network micro 
services cloud

Keys PINs CARDs & FOBs CONNECTED KEYLESS

Go Keyles s… The future  is  NOW!



SECURE | RELIABLE | SCALABLE
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Simplified Key Management

• No physical artifact (key, fob, card) to lose
– No rekeying $$$
– No forgotten keys leading to denied entry
– No security risk with lost keys

• No identity blind spots
• No burden of proof

– Reliable and undeniable audit trail

You don’t need a phys ical artifact anymore



SECURE | RELIABLE | SCALABLE
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Sera4
Lock 

Controllers

Sera4 
AP3 Padlock

Keyless Access Control System Solution 

Web management portal

Cloud

Mobile
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Sera4
Lock 

Controllers

Sera4 
AP3 Padlock

Keyless Access Control System Solution 

Web management portal

Cloud

Mobile

3rd Party Electric
Locks
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Sera4
Lock 

Controllers

Sera4 
AP3 Padlock

Keyless Access Control System Solution 

Web management portal

Cloud

Mobile

3rd Party Electric
Locks

• Patented digital s ecurity architecture
• 3rd Party Agnos tic Locks
• Offline field hardware
• Redundant Des ign
• Cloud and mobile solution
• REST API Integration 
• Scalable with unlimited users  and keys
• Over the air (OTA) updates  to field hardware



SECURE | RELIABLE | SCALABLE
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Audit Compliance

Theft, Fraud, Vandalism

Operational Cos t

Field Service Capacity

Billing Reconciliation Savings

100%

 Real-time digital key management 

 Eliminated key depots  and “truck roll”  

 Notifications  of abnormal behavior  

 Increased network reliability

 Audit compliance (ISO, Health & Safety)  

 Mitigated theft, fraud, and vandalism  

 Maintenance free in harsh environments

 No compromised keys  or locks

 Support for billings  reconciliation  

 Lowered insurance rates

Bus ine s s  Im pa ct By The Numbers

75%

40%

35%

10%

Case Study; Mobile Operator Goes Keyless



CASH VAULT
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Special Thank You

• J eremy Brookes  – Securam

• Philip Aldridge  – Tecnos icurezza

• Alex Deblok – DormaKaba

• Elizabeth Cox – S&G





ATM Smart Locking 
Solutions

ProLogic



Overview

● What is unique about ATM safe Locks

● Current technology

● Requested improvements

● Bringing SMART to ATM Safe Locks

● How do they work

● How integrating SMART technology improves security



One Time Code Locks for ATM Use

• ATMs are remote cash vaults and as such they are prime 
targets for theft.

• Theft from both external and internal threats.

• The ATM safe is designed to guard against external attacks

• The ATM lock is designed to guard against both external 
and internal attacks

• And must provide access for any number of users, securely



One Time Code Locks for ATM Use

• How?

• Using High Security Authentication protocols
• Algorithmic Codes

• PIN

• Electronic Key – Dallas Key

• Close Seals

• Plus the use of “Dynamic Codes” or “One Time  
Codes” for Controlled and Singular access



One Time Code Locks for ATM Use

• Controlled and Singular access is the key

• Right methodology

• Outdated implementation.

• The technology used is 30 years old, and not keeping 
pace with currently available technology.

• Isolated devices with no means for remote control, 
status or feedback



One Time Code Locks for ATM Use

• This lack of lock feedback leads to a myriad of issues, 
such as:

• Synchronization errors, 

• Need for human intervention to report Close Seal

• Never really knowing the true status of the lock

• Need for site visits to extract Audit trail

• Need for coordinated site visits to change 
ownership

• Replacement of lost or damaged Dallas keys etc.



One Time Code Locks for ATM Use

• Question: Can we build an ATM Safe lock that 
learns from the older approaches and adds 
newer technology to help improve control and 
management.

• Make it even SMARTER…

• So we set out to build a smarter ATM Safe Lock



Building a SMARTER ATM Lock

In polling the financial institutions, cash carriers and 
ATM Deployers, we found that there was a real need 
and desire for advanced ATM security solutions: 

• Improved management efficiency

• Improved remote management

• Improved security

• Real-time data and lock status

• Reduced life cycle cost

• Make it better, easier

… and cheaper



Building a SMARTER ATM Lock

The CHALLENGE:

Develop a ATM Safe Lock Management system:

• Reliable 

• Fast and Efficient Access

• Real-time Control

• Real-time management and reporting 

• One Time Code (OTC), 

• Without residing on Financial Institution’s network. 

• Provide flexible and cost effective system management



Building a SMARTER ATM Lock

The CHALLENGE continued:

• Eliminate the need for keys – cost and operational 
concerns

• Improve the Shared Liability process 
• Eliminate “Vendor Meets”- significant cost implication; 

• Improve the Close Seal process

• Provide real-time central Audit – eliminate need/cost to 
retrieve audit at lock

• Provide a Duress feature to improve safety of 
employees

• Manage not only the cash safe but also the PC 
Compartment



Building a SMARTER ATM Lock

The SOLUTION:

ProLogic OTC

• Flexible, centrally managed 
electronic safe lock system, designed 
specifically for ATM management.

• Provides real-time communication for 
maximum security, remote control 
and ease of operation.



Building a SMARTER ATM Lock

EntryPad Lock Body



Operational Overview – How does it work?

Cash Carrier Mode

Using Technology to be SMARTER and More SECURE



3.  CIT logs into app, 

press UP button on 

keypad

5.  Lock Opens

00344123 4. App sends OTC code to lock

2. App receives routes

Receiving00344123

1.  Dispatch 

Center creates a 

schedule or route



The SMARTER ATM Lock

No more incorrect code entries

No more fumbling with dallas keys

No more burned dallas keys

No more trying to understand beeps and 
braps, lights

OTCs are delivered in real-time as needed

No more LIVE codes in the field

Just fast, simple, secure access 



4.  Close Seal is 

automatically sent to 

Dispatch software

3.  Close Seal is transferred 

to SmartPhone App 

automatically

1.  CIT completes 

task and closes ATM 

safe door

324567

324567
2.  Close Seal is 

displayed

Transaction has been 

completed. Audit and Lock 

status is updated. Safe is 

Locked and verified.



The SMARTER ATM Lock

No more recording and reporting the 
Close Seal

No more Human error

No more guessing Close Seals to close 
the transaction

No more Human Interaction needed at 
software

Transaction closed in real-time

Audit updated in real-time

It just works…



The SMARTER ATM Lock

How are we providing real-time 
communication without residing on the 
Financial Institutions network?

We bring the “Modem” to the lock in 
the form of the smartphone app

The app is the communication link
• Sending real-time OTC
• Receiving real-time Close Seals
• Updating the audit trail
• …automatically



The SMARTER ATM Lock

BUT…

What happens if I don’t have network 
connection at the ATM?

No Problem:

We have built in redundancy 

If no network is available, a pre-issued 
code is used (app background)

Close Seal is received by app

Then when network is reached, the 
information automatically updates the 
software



The SMARTER ATM Lock

What happens if I have established a 
schedule but I have to add another OTC 
on-the-fly?

• No Problem 

• Simply establish an additional task and 
send.  The Smartphone will receive the 
task and be ready to execute when the 
Tech arrives at the ATM.



What about Shared Access?
Shared Access can be granted to an unlimited 
number of Shared Access Partners

The System Owner can activate and deactivate its 
Shared Access partners instantly in the software 
system, by lock(s) or in totality.

A Shared Access Partner can manage an unlimited 
number of ATM portfolios

Shared Access partners use a highly secure web 
portal to schedule lock access (128 bit encryption)

The administrative rights can be determined for 
each user in the system



The SMARTER ATM Lock

What if I want to cancel Shared Access, do 
I have to “shelve” the lock?

You don’t have to shelve the lock or go to 
the site to revoke access.

The System Owner can simply revoke 
access to one or a set of ATM locks to any 
Shared Access partner at anytime, simply 
by changing their access rights within the 
software .



The SMARTER ATM Lock

What if cellular service is down when the 
Close Seal is displayed?

No problem:

The Close seal is recorded by the app and 
sent to dispatch as soon as cell service 
becomes available, automatically.



The SMARTER ATM Lock

What happens if someone loses their 
Smartphone?

No problem.  

Login required 

All active schedules can be cancelled in 
the software at anytime.

No codes on a piece of paper



The SMARTER ATM Lock

Are these locks currently deployed?

There are over 100,000 SecuRam OTC locks 
deployed currently

Contracts have been awarded for another 
25,000 locks this year

ProLogic OTCs are already being used on 
major brand ATMs



Building a SMARTER ATM Lock

As we began working with ATM companies, 
Banks, Cash Carriers and IADs, we were 
informed of another vulnerability on the ATM

The PC Compartment or Top Hat

Malicious hardware and software attacks by 
accessing the PC compartment.



Smart Cam Lock

Secures PC Compartment on ATM

Uses One Time Code Security

Works with SECURAM OTC App

Allows central management

Easy Installation



The SMARTER ATM Lock

• Real-time centralized ATM Management system

• Real-time “Connected” system, not residing on FI network

• Network redundancy: Real-time OTC or Pre-Issued

• Automatic Close Seal Verification – reduces call center 
manpower

• Alerts for unsecured safes

• Owner-Controlled Shared Access

• No “Shelving” of Locks

• Real-time Audit

• LCD display for ease of use

• Alarm Integration- Duress

• 9Volt or AC powered

• Easily Retrofits on existing ATMs

• Integrated PC Compartment OTC Lock



Building a SMARTER ATM Lock

Technology

…It’s SMARTER

…It just works



DyamaWeb:  One Time Code lock system 



Overview of presentation

1 DyamaWeb: software/ hardware requirements

2 Framework of software

3 System diagram

4 Software/ Hardware features

5 Keypad & Lock features

6 Thank you & contact information.



One Time Codes/Dynamic codes



Webased software

Capable of being installed on any server:

     Windows, Linux or Mac Os 

Data Base: SQL Server also SQL Express

• DB average growth:
 200 byte for single event;
 300 byte for each new keypad created;
 300 byte for each new lock created;
 1KB for each user created;
 250 byte for each dynamic code 

created.



Minimum hardware requirements

• CPU: Dual-core server processor

• RAM: 8 GB

• 128 GB Hard Disk



• Data Base Microsoft SQL Server Express (WIN, MAC, 
LIN)

• Web API (.NET Core)

• Angular UI

• Encrypted communication server - USB with AES256

• Encrypted communication browser - server with TLS 
(SSL)

Framework of software



6 elements of the algorithm

1. Keypad ID

2. Time & date

3. User  (pin number created by software)

4. Keypad/Lock ID

5. Time span of OTC  (15min, 1hr, 4hr, 12hr)

6.    Starting time of validity of OTC

 



DATABASE

Operator 1
Operator NOperator 2

SWITCH

LAN LAN LAN INTERNET

Web browser
Web browser

ROUTER

System Diagram



Standard configuration 



Dual server installation for 
redundancy



Dual server, dual databases and dual license 
for complete redundancy



• Barcode/QR code

• Disable/delete users in 
real time

• Routes

• Groups (admin, Techs, 
locks)

• Program time lock

• Create user groups and 
keypad groups

• Automatic backup

Software features:

• Dallas Keys (optional)

• Roles (administrator, operator, technician)

• Automatization of OTC through DyamaApp

• Remote alerts (wrong operation) email or 
pop/ups

• Remote audit (keypad)

• Closing codes (optional)

• Geo Fence (GPS)

• No limit on Users with DyamaWeb

 



The software is provided with a special USB dongle for server 
connection or with a special IP security interface for network 
connection.

IP dongle interface (Red Box)
 *Power supply required 12Vdc-24Vdc

USB dongle



USB Dongle                   vs              Red box

• USB dongle installs on the server USB port

• No IP address required

• Requires only drivers to be installed

• No physical link to server so it can be 
located anywhere as long it is on the 
network

• USB ports maybe restricted by IT

• Configure firewall settings

• No accidental removal from server

• Possible to use multiple RedBox’s as 
back up/redundancy



Integration with third-party management software: 

• No need to learn a new software or to repeat 
operations like routes and preparation of the trucks. 

• DyamaWeb can be implemented in your management 
software giving you the possibility of customization of 
the OTC procedures.



 

Keypads and locks features
 
   Techmaster                            Minitech                        

Up to 5 locks per keypad                                     Up to 2 locks per keypad                     



Minitech
• 48 static users

• 11,00 event audit 
trail

• Dual mode

• 1 Weekly time lock

• Automatic DST

• Keypad test

Lock feature highlights
Techmaster
• Remote management in conjunction with 

CorenWeb and IP interface

• 89 static users

• 15,000 event audit trail

• Dual mode for groups/user openings

• 3 weekly timelock schedules

• Automatic DST

• Keypad test



 

6 lock bodies:
1. Swingbolt

2. Squarebolt (direct drive)

3. Latchbolt (slambolt direct drive)

4. Motorized squarebolt

5. Motorized latchbolt

6. Motorized squarebolt: Push/Pull (30N) 



TECNOSICUREZZA srl - Headquarters
Via Cesare Battisti, 276
37057 S.Giovanni Lupatoto - Verona - Italy
Tel. +39 045 826 64 70
Fax. +39 045 826 64 69
www.tecnosicurezza.it
info@tecnosicurezza.it

USA Office:
133 Trade Street, Lexington ,KY 40511
Tel. +1 859 682 5025
info@usatecno.com
www.usatecno.com

ATMIA BOOTH 606

mailto:info@usatecno.com


dormakaba 
safe locks
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Your t rus t e d  p a rt ne r

2

d orm a ka b a  is  one  o f t he  t op  t hre e  c om p a nie s  
in t he  g lob a l m a rke t  fo r a c c e s s  a nd  s e c urit y 
s o lut ions , a nd  t he  g lob a l le a d e r fo r s a fe  loc ks . 
A s ing le  s ourc e  fo r e ve ryt hing  re la t e d  t o  d oo rs  
a nd  s e c ure  a c c e s s  t o  room s , e q uip m e nt  a nd  
b uild ing s .

Whe re ve r you a re  in t he  world , you c a n p ro fit  
from  fut ure -o rie nt a t e d  s o lut ions  t ha t  g ive  you 
t he  fe e ling  o f long -t e rm  s e c urit y.

do rm a ka b a  –  a  s m a rt  s t e p  fo r s a fe  loc ks . 
Bring ing  us  one  s t e p  c lo s e r t o  our g oa l o f 
o ffe ring  c us t om e rs  a nd  p a rt ne rs  a  
c om p re he ns ive  ra ng e  o f hig h-q ua lit y s o lut ions  
fo r s e c urit y a nd  b uild ing  a c c e s s  from  a  s ing le  
s ourc e  a c ros s  t he  g lob e .

Whe re ve r you a re , 
t hroug hout  t he  w orld
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Our his t o ry

dormakaba safe locks: a secure heritage

1992

La unc h o f t he  
firs t -g e ne ra t ion 
X-0  loc k 7“

1995

La unc h o f t he  
firs t  Ce nc o n 
loc k

1999

La unc h o f t he  
Aud it c o n fa m ily

2005

X-08  int rod uc e d

2006 / 07

Ac q uis it ion o f 
LA GARD

2008

X-09  int rod uc e d

2013

X-10  int rod uc e d  
–  b a c klit e

2015

Me rg e r o f 
Do rma  a nd  
Ka b a , g o ing  
fo rwa rd  
t og e t he r a s  
d o rm a ka b a  

2020

LA GARD 700  
Se rie s  
int rod uc e d

2024

Axe sso r Ap e xx 
IP int rod uc e d

d o rm a ka b a  c a n look b a c k on a  145-ye a r his t o ry o f s e c urit y s o lut ions  a nd  is  p roud  t o  b e  b uilt  on 
s a fe  loc k b ra nd s  s uc h a s  Ma s  Ha m ilt on, Ka b a  Ma s , a nd  LA GARD. The  q ua lit y a nd  re lia b ilit y o f 
d o rm a ka b a  p rod uc t s  w ill ke e p  your p rop e rt y s e c ure  in a ll wa ys …a lwa ys .
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Sa fe  Loc ks

Safe locks in financial institutions

Sa fe  loc ks  a re  d e s ig ne d  t o  
p ro t e c t  m one y, va lua b le s , 
im p ort a nt  d oc um e nt s , a nd  
s e ns it ive  g ood s  from  
una ut ho rize d  a c c e s s .

Fina nc ia l ins t it ut ions  ha ve  
s e ve ra l a re a s  t ha t  re q uire  
d iffe re nt  le ve ls  o f s e c urit y 
a nd  a c c e s s . 

6

4

7

32

8

1 5

Server Room Cash Safe Vault Door Night Drop
TCR

(Teller Cash Recycler)

ATM

Coin Machine

Teller
Drawer
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Our m a rke t s

Harmonizing solutions



Cencon – d e s ig ne d  t o  c om b a t  ins id e r t he ft  
from  ATMs  t hroug h t he  c om b ine d  us e  o f loc k 
ha rd wa re , s ys t e m s  s o ft wa re  a nd  s m a rt  ke ys . 

Ce nc on o ffe rs  t o t a l a c c e s s  c ont ro l a nd  
a c c ount a b ilit y w it h it s  “One  Tim e  
Com b ina t ion” ( OTC) fe a t ure . So ft wa re  
a llows  you t o  c ont ro l a nd  m onit o r t hous a nd s  
o f loc ks  loc a t e d  a nywhe re  in t he  world  - from  
one  c e nt ra l loc a t ion. Ce nc on is  a  
re vo lut iona ry s o lut ion t o  t od a y's  m os t  s e rious  
s e c urit y c ha lle ng e s .

6

Produc t s  & So lut ions

Ce nc on
ATM c a s h va ult  s e c urit y s ys t e m
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Ce nc on ATM Ca s h Va ult  Se c urit y Sys t e m

Ke yp a d  Up  Mode l
Dia l a nd  Ke yp a d

• Se lf-p owe re d d e a d b o lt  loc k
• Sp in d ia l c ount e r-c loc kwis e  t o  

g e ne ra t e  p owe r

Ce nc on Sw ing b o lt  Mode l

• Se lf-p owe re d s wing b o lt  loc k
• Sp in d ia l c ount e r-c loc kwis e  t o  

g e ne ra t e  p owe r

Ke yp a d  Dow n Mode l
Dia l a nd  Ke yp a d

• Se lf-p owe re d d e a d b o lt  loc k
• Sp in d ia l c ount e r-c loc kwis e  t o  

g e ne ra t e  p owe r

Sha re d  a c c e s s  ke ys
Ea c h c om p a ny “owns ” t he ir m od e  in 
t he  loc k

• F = FLM Mode  (b lue )
• R = Rout e  Mode  (ye llow)
• Ba nk Mode Ke y (g re e n)

Hardware
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Ce nc on ATM Ca s h Va ult  Se c urit y Sys t e m

So ft w a re

Thre e  c om p one nt s  t o  a  Ce nc on ATM 
Loc king  Sys t e m :

1. The  Ele c t ronic  Loc ks

2. The  Ele c t ronic  Sm a rt  Ke ys

3 . The  So ft w a re

4 . The  Ke yb ox

Wha t  is  Ce nc on?

• Ce nc on is  Ce nt ra lize d  Cont ro l

• Ce nc on is  m ore  t ha n a  loc k: It  is  a  s ys t e m

• 1000’s  o f Loc ks  c a n b e  c ont ro lle d  w it h one  
PC/ Ne t work

• 1000’s  o f Us e rs  c a n b e  c ont ro lle d  w it h one  
PC/ Ne t work
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Ce nc on ATM Ca s h Va ult  Se c urit y Sys t e m

Op e ning  & Clos ing  a  Loc k

1. Dis p a t c he r As s ig ns  a  Us e r To  a  Loc k: 
So ft wa re  in PC ut ilize s  it s  int e rna l Alg o rit hm  t o  c re a t e  a  
Uniq ue  6  Dig it  OTC, b y t a king  ing re d ie nt s  from  t he  s ys t e m .

2. Loc k Us e rs  us e  Cod e  a nd  ke y a t  t he  loc k 

3 . Loc k So lve s  t he  s a m e  Alg o rit hm  –  If True , Ac c e s s  is  
Gra nt e d .

4 . Loc k Inc re a s e s  it s  Aud it  c ount  b y One

5. Loc k Is s ue s  a  Clos e  Se a l # (  2 o r 4  Dig it s )

6 . Loc k Us e r re p o rt s  Clos e  Se a l b a c k t o  S/ W Op e ra t o r

7. So ft wa re  Op e ra t o r e nt e rs  Clos e  Se a l a nd  c om p le t e s  t he  
Ca ll

8 . So ft wa re  Loc k Aud it  Count  inc re a s e s  b y One

1

2
3

4
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Ce nc on

Third  Pa rt y So lut ion ( Ap p )

Ce nc on So ft w a re Ce nt ra n So ft w a re

Phone  Ap p

Rout ing  
So ft w a re

Loc k



Apexx is a multi -loc k a nd  IP c onne c t e d  s a fe  
loc k d e s ig ne d  t o  s e c ure ly m a na g e  loc ks  w it h 
unp re c e d e nt e d  e a s e . 

Axe s s o r Ap e xx, t he  firs t  o f t his  s e rie s , w ill 
d e live r a  m ult i-loc k, IP-c onne c t e d  s a fe  loc k 
s o lut ion. Whe n us e d  in c onjunc t ion wit h t he  
rob us t  Ap e xx Se rie s  So ft wa re , you c a n 
re m o t e ly m a na g e  a n e nt ire  fle e t  o f loc k 
s ys t e m s .

Ap e xx is  t he  found a t ion fo r t he  ne xt  
g e ne ra t io n Sa fe  Loc k s ys t e m s .

11

Ne w  So lut ion

Axe s s o r Ap e xx IP
The  ne w  s t a nd a rd  in s a fe  loc ks
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Axe s s o r Ap e xx IP

Ke yp a d  Unit s
• Cho ic e  o f b la c k o r s a t in c hrom e  

finis he s
• Ap e xx Ke yp a d  w/ loc k c a b le
• Mot o rize d  loc k ( la t c hb o lt  o r 

d e a d b o lt )
• (4)  AA b a t t e rie s
• (1)  Bus  Te rm ina t ion Ca b le

Eb ox
• Eb ox wit h I/ O e xp a ns ion fo r IP 

c onne c t ivit y (TCP/ IP)
• AES256  e nc ryp t ion
• TLS 1.3  – AES256
• 12V-24V p owe r
• 4 inp ut  s ig na ls  /  4  out p ut  s ig na ls
• Sing le  PCBA
• PoE

Hardware

Ap e xx 2-loc k c onfig ura t ion 
• Bla c k Ke yp a d
• Mot o rize d  La t c hb o lt  loc k
• Mot o rize d  De a d b o lt  loc k
• Eb ox wit h I/ O e xp a ns ion
• Ca b le
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Axe s s o r Ap e xx

Ap e xx So ft w a re  & Se c urit y
Ap e xx Se rie s  So ft wa re  p rovid e s  a  p owe rful s uit e  o f m od e rn 
fe a t ure s  a nd  t oo ls  t ha t  a llow you t o  e ffic ie nt ly ins t a ll, 
c onfig ure  a nd  m a na g e  your e nt ire  fle e t  o f Ap e xx loc k 
s ys t e m s  re m ot e ly. Fe a t ure s  inc lud e :

• Ca n b e  ins t a lle d  on a ny Wind ows  10 / 11 PC, Cloud -hos t e d  
e nvironm e nt  o r Virt ua l Ma c hine

• Pull, Ma na g e , a nd  Filt e r Aud it s : On-d e m a nd  o r a c t ive ly 
p us he d  ( e Box re q uire d )

• Ac t ive  Us e r Dire c t o ry –  St o re  up  t o  100 ,000  Us e rs
• Ac t ive  Ale rt s  –  Aut om a t ic a lly s e nd  no t ific a t ions  fo r c rit ic a l 

e ve nt s
• Re m ot e  Firm wa re  a nd  So ft wa re  Up d a t e s
• Built  on RESTful API t o  s up p o rt  s o ft wa re  int e g ra t ion
• Loc ks  c a n b e  us e d  loc a lly via  USB-C ( s t a nd a lone )  o r 

c onfig ure d  fo r Ne t work IP Conne c t ion ( e Box re q uire d )
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Axe s s o r Ap e xx

Sys t e m  Arc hit e c t ure

The  Ap e xx s o lut ion c ons is t  o f one  o r t wo  
Ent rie s , one  o r m ore  loc ks , up  t o  one  E-b ox 
a nd  one  ins t a nc e  o f Ap e xx SW s o lut ion 
(Loc a l So ft wa re ) . 

The re  a re  t wo  p os s ib le  c onne c t ions  
b e t we e n t he  loc k s ys t e m  a nd  t he  loc a l SW. 
One  is  d ire c t  c onne c t ion ove r USB t o  t he  
e nt ry. This  c onne c t ion m us t  b e  e na b le d  b y 
a n a ut ho rize d  us e r in t he  m e nu s e le c t ion o f 
t he  loc k. The  s e c ond  c onne c t ion is  from  t he  
E-b ox ove r e t he rne t  t o  t he  loc a l SW.
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Axe s s o r Ap e xx

Us e r Dire c t o ry
Ap e xx Se rie s  So ft wa re  a llows  you t o  s t o re  up  
t o  100 ,000  us e rs  in t he  s o ft wa re  a nd  a s s ig n 
t he m  t o  one  o r m ult ip le  loc king  s ys t e m s . 

Se t  s p e c ia l s e c urit y p a ra m e t e rs  a nd  e lim ina t e  
t he  ne e d  fo r m a nua l s e c urit y log s .

• The  Axe s s o r Ap e xx IP a llows  fo r ne a r re a l 
t im e  c ha ng e s  w it hin your infra s t ruc t ure  
m od e rnizing  how t he  m a rke t  int e ra c t s  w it h a  
s a fe  loc k, d e live ring  a  m ore  c os t  e ffe c t ive  
a nd  s e c ure  s o lut ion
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Axe s s o r Ap e xx

Mult ip le  Loc k Sys t e m s
The  Axe s s o r Ap e xx is  a  t rue  mult i-lo c k IP p la t fo rm  
t ha t  a llows  you t o  re m ot e ly a nd  s e c ure ly m a na g e  
a n e nt ire  fle e t  o f loc ks . 

Re mo t e  c a p a b ilit ie s  o f t he  Axe s s o r Ap e xx e na b le s  
o rg a niza t ions  t o  m a na g e  loc ks  ove r m ult ip le  
loc a t ions , fo r m ult ip le  e m p loye e s  a nd  s t a ff.

• Hig he s t  c a p a c it y m ult i-loc k s o lut ion wit h up  t o  16  
loc ks  a nd  2 ke yp a d s  p e r loc k ins t a lla t ion

• Ad d , d e le t e  a nd  m od ify us e r a c c e s s  t o  a ny loc k

• Ea s ily a c c om m od a t e  floa t ing  p e rs onne l

• Re c e ive  a ud it  d a t a  from  loc ks  in ne a r re a l t im e

• 1,000  Us e rs  p e r m ult i-loc k s ys t e m  a nd  t hous a nd s  
o f Us e rs  via  t he  s o ft wa re
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Driving  innova t ion

• A loc king  s ys t e m  t ha t  is  e a s y, c onve nie nt , 
s e c ure , a nd  d rive s  op e ra t iona l e ffic ie nc ie s

• Offe rs  m ult ip le  m od e s  o f op e ra t ion t o  fit  
s p e c ific  c us t om e r re q uire m e nt s

• Up d a t a b le  firm wa re  a llows  you t o  fut ure  p roo f 
your s e c urit y ne e d s  

• Mob ile  Ap p  a c c e s s  t o  s o ft wa re

• Mult i-t e na nt  c ont ro l o f s o ft wa re  fo r m ult ip le  
c om p a nie s

• Ce rt ific a t ions  d e p e nd ing  on loc a l m a rke t  ne e d s

Meeting the needs of global customers



New lock will provide a solution to markets who 
wa nt  t o  s a ve  t im e  a nd  c os t s  w it hout  s a c rific ing  
s e c urit y o r p e a c e  o f m ind .

Fe a t ure s : 
• Cod e  t ra ns a c t io ns  ove r BLE
• Ac t ive  Dire c t o ry s t yle  m a na g e m e nt  fo r 

St a t ic -PIN us e rs
• Mob ile  Ap p  fo r OTC De live ry (Vis ib le  a nd  

Invis ib le )
• Op t iona l Tim e  Out  a nd  Ge ofe nc ing  
• Aut om a t e d  Ale rt s  fo r Crit ic a l Eve nt s
• Re m ot e  Ac t iva t ion o f Se c ond a ry Dis p a t c he r

18

Driving  innova t ion

Conc e p t  OTC Loc k
Conve nie nt  a nd  s e c ure



Driving  innova t ion
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Ha rm oniza t io n a nd  Int e g ra t io n o f a ll 
fut ure  Sa fe  Loc k s ys t e m s :

• Rout ing  s o ft wa re

• LDAP int e g ra t io n fo r a c t ive  d ire c t o ry

• Cod e  d is p a t c hing  on m ob ile / ha nd he ld  
d e vic e s

• Cus t om e r d rive n fe a t ure s  w it hin 
s o ft wa re  s o lut ions

So ft w a re  a s  a  
s o lut ion



Questions?



Dis c la im e r
This communication contains certain forward -lo o king  s t a t e m e nt s  inc lud ing , b ut  no t  lim it e d  t o , t ho s e  us ing  t he  wo rd s  “b e lie ve s ”, “a s s um e s ”, “e xp e c t s ” o r fo rm ula t io ns  o f a  
s im ila r kind . Suc h fo rwa rd -lo o king  s t a t e m e nt s  re fle c t  t he  c urre nt  jud g e m e nt  o f t he  c o m p a ny, invo lve  ris ks  a nd  unc e rt a int ie s  a nd  a re  m a d e  o n t he  b a s is  o f a s s um p t io ns  a nd  
e xp e c t a t io ns  t ha t  t he  c o m p a ny b e lie ve s  t o  b e  re a s o na b le  a t  t his  t im e  b ut  m a y p ro ve  t o  b e  e rro ne o us . Und ue  re lia nc e  s ho uld  no t b e p la c e d  o n s uc h s t a t e m e nt s  b e c a us e , b y 
t he ir na t ure , t he y a re  s ub je c t  t o  kno wn a nd  unkno wn ris ks , unc e rt a int ie s  a nd  o t he r fa c t o rs  o ut s id e  o f t he  c o m p a ny’s  a nd  t he  Gro up ’s  c o nt ro l whic h c o uld  le a d  t o  s ub s t a nt ia l 
d iffe re nc e s  b e t we e n t he  a c t ua l fut ure  re s ult s , t he  fina nc ia l s it ua t io n, t he  d e ve lo p m e nt  o r p e rfo rm a nc e  o f t he  c o m p a ny o r t he  Group  a nd  t ho s e  e it he r e xp re s s e d  o r im p lie d  
b y s uc h s t a t e m e nt s . Exc e p t  a s  re q uire d  b y a p p lic a b le  la w o r re g ula t io n, t he  c o m p a ny a c c e p t s  no  o b lig a t io n t o  c o nt inue  t o  re p ort , up d a t e  o r o t he rwis e  re vie w s uc h
fo rwa rd -lo o king  s t a t e m e nt s  o r a d jus t  t he m  t o  ne w info rm a t io n, o r fut ure  e ve nt s  o r d e ve lo p m e nt s . 

This  c o m m unic a t io n d o e s  no t  c o ns t it ut e  a n o ffe r o r a n invit a t io n fo r t he  s a le  o r p urc ha s e  o f s e c urit ie s  in a ny juris d ic t io n.

d o rm a ka b a ®, d o rm a +ka b a ®, Ka b a ®, Do rm a ®, Ilc o ®, LEGIC®, Silc a ®, BEST® e t c . a re  re g is t e re d  t ra d e m a rks  o f t he  d o rm a ka b a  Gro up . Due  t o  c o unt ry-s p e c ific  c o ns t ra int s
o r m a rke t ing  c o ns id e ra t io ns , s o m e  o f t he  d o rm a ka b a  Gro up  p ro d uc t s  a nd  s ys t e m s  m a y no t  b e  a va ila b le  in e ve ry m a rke t .

Thank you
dorma ka b a  Sa fe  Loc ks
1525 Bull Le a  Roa d , Suit e  100
Le xing t on, Ke nt uc ky  40511

T: +1 888 950 4715
dorma ka b a .c om

Axe l de  Blok
VP Glob a l St ra t e g ic  Sa le s  De ve lop m e nt  
& Prod uc t  Ma na g e m e nt

T: +1 8 59  9 77 3549
a xe ld e b lok@d orm a ka b a .c om
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A TRUSTED NAME IN SECURITY FOR MORE THAN 160 YEARS

1857 Today



Manufacturing in 
Nicholasville, KY since 1974



Control your locks, your codes, and your cash 
with flexible, affordable lock solutions.

Built to Mitigate Risk

No vendor 
meets necessary 

– grant or 
restrict access 
via SoftwareCloud Hosting 

Options 
available for 

scalable 
accessibility 

Allow authorized 
access on-

demand via a 
secure mobile 

app

New model 
features one-

time code 
security with no 

key needed



On-Demand Controlled Access

What is a one-time code lock?
•  OTC locks are the industry standard for multi-party 

arrangements and work to limit liability on vault cash.

How do they work?
•  Encrypted software generates a code based on multiple 

elements (user, lock, time, date, and access window) to 
allow one-time access. 

•  The assigned user can then gain access using their key (or 
PIN for no-key option) and the one-time code.

•  This code will expire if not used by midnight of the date 
assigned.

Why do I need them?
•  The audit capabilities satisfy a multi-party business 

agreement, or if you are simply looking for heightened 
security over a static combo.



Code Generation Options

Route codes can be generated in advance – handing off a 
route sheet to the servicing technician

Service technician can call into your centralized lock support 
personnel for code generation

Service technician can use the mobile app to generate codes 
on demand (within their assigned service window)



• One-time codes 
automatically generated 
without assistance from call 
center 

• Admins control when users 
access the network via the 
mobile app using time 
windows

• All combinations 
generated using 
mobile application are 
recorded in LMS

• Combinations expire 
if not used

A-Series Mobile App



Cloud Hosted Code 
Generation

LMS software and key 
reader reside behind 

your firewall

Database and mobile code 
generation software 

securely reside in the cloud
Company Firewall

Works on both iOS 
and Android



A-Series No-Key

Coming Soon! 
A one-time code (OTC) lock which requires two forms of authentication and 
eliminates the need to manage Dallas keys. Using the 
authorized user’s PIN, during a specified time 
window, paired with a system generated 
one-time code, access can be allowed 
without compromising security.
 

No more tracking, managing, 
programming, lost or stolen keys… 



Lock A-Series A-Series with Display A-Series no Key

Code Length PIN – 4
Code - 8

PIN – 4
Code – 8

PIN – 4
Code – 8

Initialization Process Secure File Transfer Secure File Transfer Secure File Transfer

Code Control 4-hour, 8-hour, 12-hour, or 
24-hour access windows

15 minute, 4-hour, 8-hour, 
12-hour, or 24-hour access 

windows

4-hour, 8-hour, 12-hour, or 
24-hour access windows

Key Type Dallas Key Dallas Key No Key

Power Source Battery Battery Battery

Audit Capable Yes Yes Yes

Audit Trail Events 400 1,000 400

Warranty 2 Years 2 Years 2 Years

A-Series Lineup



Making the World More Secure
Today and into the Future


	ATMIA MBA Presentation Jan 2024
	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Streamlined Lock Solution
	Simple & Cost-Effective
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	The Company
	Access Control Evolution & Challenges
	Simplified Key Management
	Keyless Access Control System Solution 
	Keyless Access Control System Solution 
	Keyless Access Control System Solution 
	Case Study; Mobile Operator Goes Keyless 
	Slide Number 33
	Slide Number 34

	Workshop 4.pdf
	Workshop 4 - 1 - J Brookes-1
	Workshop 4 - 2 - P Aldridge
	 
	 
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19

	Workshop 4 - 3 - A deBlok
	Slide Number 1
	Slide Number 2
	dormakaba safe locks: a secure heritage
	Safe locks in financial institutions
	Harmonizing solutions
	Cencon�ATM cash vault security system
	Hardware
	Software
	Opening & Closing a Lock
	Third Party Solution (App)
	Axessor Apexx IP�The new standard in safe locks
	Hardware
	Apexx Software & Security
	System Architecture
	User Directory
	Multiple Lock Systems
	Meeting the needs of global customers
	Concept OTC Lock�Convenient and secure
	Slide Number 19
	Slide Number 20
	Slide Number 21

	Workshop 4 - 4 - E Cox
	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	A-Series Mobile App
	Cloud Hosted Code �Generation
	Slide Number 9
	Slide Number 10
	Slide Number 11



